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About M-22-09 Make your application available over the internet

th Zero Trust principles

Simplify your journey ta zero trust with Red Hat® OpenShift® Platfarm Plus, a single hybrid cloud
platfarm used to by dmanage applications at scale—integrated with the tooks youneed
taimpd cture in less ncl with bess risk. Here are 10 ways Red Hat
OpenShift Platform Plus helps to meet the zero trust objectives introduced by M-22-09.

acht 1 Use built-in auditing and menitering

Red Hat OpenShift collects telemetry from workl make context-awa
Yau can configure Red Hat OpenShift to forbid bypa ety collection. Veu can also
integrate Red Hat OpenSaift with your agency’s exist erprise log and act
tacls, inchiding Splunk.

2 Control configuration management

Red Hat OpenShift wraps each
(AP} serves and sof tware-dh

component—for exsmple, application progsamming interface

ed petwork {(SDH)—in a Kuben:

aperator used for configuration,

t. Administrator:

and managem ubject to role-based access controls (RBAC)
they make a configuration change. You can alsc configure operators to prohibit
canfiguration drift

3 Inherit ¥ t Red Hat Linux

These capabilities include SELimux mandatory
namespaces, and control groups to prevent proce
processes on the same hast. Mare pratection comes from Red Hat E Lin =05,
which reduces potential attack vectors by remeving anything unnecessary to hast, manage, and
safeguard Red Hat OpenShift

cess cantral (MAC), kernel capabi eccamp,

omintesfering with other

ses, malicious o not,

4 Use policy to help that APIs are used. fo
nforce security policy
atalllayers in the Keep your APl compliant by using Red Hat Jscale AP| Management, included with OpenShift
application stack Platform Plus, to define and enforce policies for tratfic management, security, and use. Red Hat
gmented applications.

Kubernetes layer andhigher.  3scale works with Red Hat OpenShift Service Mesh to pratect micro-s

S Apply macro-segmentation to control which traffic enters or exits the interna
serviees esmmunication netwark

Maluware or intrudess cannot move from the enterprise network to the platform's internal SBN

without going threugh the Ingress Operator in OpenShift, which acts as an enforcement point
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This brief identifies 10 ways Red Hat OpenShift Platform Plus helps to meet
zero trust requirements published by the Office of Management and Budget.



